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Block ciphers 

" Overview of cryptography. What is a cipher? One time pad and stream ciphers 

How to use a block cipher 
CPA Security plus attacks on block ciphers 

Collision resistant hashing 
Message integrity: definition and applications 

EIGamal public key encryption 

Fundamentals of Cryptography 

oiles 

Excelssior Education Society's 

Authenticated encryption: security against active attacks Arithmetic modulo primes and finite cyclic groups 
Cryptography using finite cyclic groups 
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Public key encryption using a trapdoor function 

Identification protocols 

Digital signatures: definitions and applications 
More signature schemes and applications 

Zero knowledge proofs 
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Authenticated key exchange and SSL/TLS session setup 

The crypto wars: should we have end-to-end encryption? 
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Curriculum 

What is Cyber Security? 

Key Concepts of Cyber Security 

This module gives you an introduction and definition to cybersecurity. 

Excelssior Education Society's 

Introduction to Cyber Security 

You will understand the criteria to satisfy to call a system secured and understand CIA concepts 

Popular Attacks - Hacker Motivation 

Kopri, Thane (E)-400603 

in cyber security with examples in this section. 

Popular Attacks 

In this section, you will understand the organization's motivation to implement a secured cyber 

security strategy and the hacker's motivation to break into the system. You will also learn about 

various cloud service providers and why there is a shift to cloud storage. 

Ransomware 

THANE (E) 

This section will brief you on ransomware, botnet attacks, social engineering attacks, 
cryptocurrency hijacking, and phishing attackS. 
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s seeton will explain ransomware in detail with the WannaCry Ransomware cryptoworm 

BotNet Attack 

attack for the bitcoin cryptocurrency example. 

Phishing Attack 

This section explains botnet attacks with Mirai malware fo Linux systems to control bots 

remotely. 

Introduction to Cryptography 

Excelssior Education Society's 

This section explains the phishing attack in detail. with the Ukrainian Power Grid attack to 
destroy physical machinery and banking examples. 

Types of Cryptography 

Kopri, Thane (E)-400603 

You will understand what cryptography is and why it is essential in network security. This 
section will also explain the basic cryptographic process to encrypt sensitive data. 

Message Integrity 

You will learn basic symmetric((private key) cryptography and asymmetric(public key) 
cryptography concepts in this section. 

Symmetric Key Cryptography 

You will learn message authentication code(MAC), cipher text, and data integrity concepts in 
this section, with an example. 
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examples in this section. 
YOu will learn and understand Caesar cinher. stream cipher, and block cipher with solved 

Public Key Cryptography 
You will understand the "key pair" principle that public key cryptography works on with 

examples and solved problems in this section. 

Excelssior Education Society's 

Security goals & Its Implementations - Authentication & Áuthorization 

This section explains authentication and authorization, aiding data security and integrity, and 
concepts in detail. 

Kopri, Thane (E)-400603 

Security goals & Its Implementations - Confidentiality 

Design a Security System - Part 1 

You will understand why it is essential for only authorized individuals to access, alter and delete 

data within a system, and also understand how it is maintained in this section. 

Design a Security System - Part 2 

In this section, you will learn to understand different types of threats, ID and mitigate threads., 
and model a security solution to protect the systenm against that threat. 

Buffer OverFlow & Vulnerabilities 

You will understand the flow of the design, starting from security in software requirements, 
robust, consistent error handling, sharing requirements with the relevant team, handling internal 

errors, defensive programming, validation and fraud checks, and security policy for securing the 
data. 
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Excelssior Education Society's 

1ns section explains how a smal error in nda and other vulnerabilities can be leveraged to 

Case Study: WhatsApp Attack 

Kopri, Thane (E)-400603 

overrun the security of a system with an example. 

THANE (E) 

Ins section explains a casc study on WhatsAnn to help you understand the overall cyber 

security concept. 
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Curriculum 

Introduction to Network Administration 

Network Structures 

Module 1: Introduction to Network Basics andAdministration 

Network Administration: Scope, Goals, Philosophy and Standards 

Network Technology 
Network Protocols 

System components 

Module 2: System Components and Managenment 

Networked communities 

Host management 

User management 

Module 3: Network management 

Excelssior Education Society's 

Configuration and maintenance 

Methods of network administration: snmnp & rmon 

Kopri, Thane (E)-400603 

Diagnostics, fault and change management 

Monitoring and system performance tuning 
Module 4: Network simulation, documentation and security 

Network security 

Network simulation and documentation 

THANE (E) 

Outlook and the future of network administration 
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Department of Electronics & Telecommunication 

Linux Essentials Professional Development 

Mith Bunder Road, Kopri, Thane (E) 

You'll Learn These Core Skills: 

Plan and install a home or small business network using 
Wireless technology, then connect it to the Internet. 
Develop critical thinking and problem-solving skills using 
Cisco Packet Tracer. 

connectivity. 

" Practice verifying and troubleshooting network and Internet 

To. 

" Recognize and mitigate security threats to a home network. 

THANE (E) 

Dr. Viias N. Niinaware 
Principal 

K.C. College of Engineering & 

Managernent Studies & Research 



Lesson 1: Overview 

Data Science with Python Sylabus 

Why do we need Python? 
Progranm structure 

Environment Setup 
Python Installation 
Execution Types 

SECTION I --- Python Basics 

What is an interpreter? 
o Interpreters vs Compilers 
o Using the Python Interpreter 

Interactive Mode 
Running python files 
Working with Python shell 

o Integrated Development Environments (IDES) 
o Interactive Mode Programnming 

Script Mode Programming 
Lesson 2: Basic Concepts 

Basic Operators 
o Types of Operator 

o 

o Python Arithmetic Operators 
Python Comparison Operators 

o Python Assignment Operators 
o Python Bitwise Operators 
o Python Logical Operators 
o Python Membership Operators (in, not in) 

Data Types 

Python ldentity Operators (is, is not) 
o Python Operators Precedence 

Variables 

o Assigning Values to Variables 
Multiple Assignment 

o Python Numbers 
Python Strings 

Accessing Values in Strings 
String Special Operators 
String Fomatting Operator 

Triple Quotes 
MDUTString Operations 
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Data Science with Python Syllabus 

Lesson 1: Overview 

Why do we need Python? 
Program structure 

Environment Setup 
Python Installation 
Execution Types 

SECTION I --- Python Basics 

o What is an interpreter? 
o Interpreters vs Compilers 
o Using the Python Interpreter 

o Interactive Mode 

o Running python files 
o Working with Python shell 
o Integrated Development Environments (IDES) 
o Interactive Mode Programming 
o Script Mode Programming 

Lesson 2 : Basic Concepts 

Basic Operators 
Types of Operator 

o Python Arithmetic Operators 
o Python Comparison Operators 

Python Assignment Operators 
o Python Bitwise Operators 

o Python Logical Operators 
o Python Membership Operators (in, not in) 

Python Identity Operators (is, is not) 
o Python Operators Precedence 

Data Types 
Variables 

o Assigning Values to Variables 
o Multiple Assignment 
o Python Numbers 
o Python Strings 

Accessing Values in Strings 
String Special Operators 
String Formatting Operator 
Triple Quotes 

MDUString Operations 
Byhon Lists 
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Accessing Values in Lists 
Updating Lists 
Delete List Elements 

Basic List Operations 
Indexing, Slicing, and Matrixes 

o Python Tuples 
Built-in List Functions & Methods 

Accessing Values in Tuples 
Updating Tuples 

Basic Tuples Operations 
Indexing, Slicing, and Matrixes 

No Enclosing Delimiters 
Built-in Tuple Functions 

o Python Dictionary 

o 

Delete Tuple Elements 

Accessing Values in Dictionary 
Updating Dictionary 
Delete Dictionary Elements 
Properties of Dictionary Keys 

Lesson 3:Loops and Decision Making 
o if statements 

Built-in Dictionary Functions & Methods 

o if...else statements 

o 

o while loop 
nested if statements 

o Loop Control Statements 

for loop 
nested loops 

o 1) break statement 
2) continue statement 

o 3) pass statement 
Lesson 4 :Functions 

Defining a Function 
o Syntax 
o Calling a Function 

Pass by reference vs value 
o Function Arguments 
o Required arguments 

Keyword arguments 
o Default arguments 
o Variable-length arguments 

The return Statement 

Scope of Variables 
Global vs. Local variables 

Lesson 5: Basic O0Ps Concept 
o Creating class in Pythone 
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